o« START HERE
K968 CO FURTHER )
FEDERAL STUDENT AID

Password Reset & Account Unlock
User Guide

June 2007



I (G888 CO FURTHER
OverV|eW ‘ 'FEDERAL STUDENT AID

— The COD Web site has the following new functionality:
« Challenge Questions Profile Setup

- User chooses challenge questions and enters answers
 Reset Password
- User resets password by answering challenge questions

* Unlock Account
- User unlocks account by answering challenge questions

 Update Your Profile

- User updates e-mail address and Challenge Questions Profile

« Update User Profile (for security administrators)
- Security administrator updates user’s profile, except for challenge questions

 Challenge Questions Profile Unlock
- User unlocks Challenge Questions Profile

— A user whose account has been deactivated will not be able to
use this new functionality. The user must contact his or her
security administrator to reactivate the account.
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School Search Batch Search
Logi

to the Common Origination & Disbursement Web Site

User name: ::IDDeD‘] .-: Password: :........ %

Forgot your password? Enter a valid user name and click the following link to reset yvour password:

Reset Password

fccount locked? Enter a walid user name and click the following link to unlock yvour user id:
Unlock Account

7 BOOKMARK this page

This is a United States Department of Education computer system, which may be accessed and used anly for official
Government business by authorized personnel, Unauthorized access oruse of this computer system may subject wiolators to
criminal, civil, and/or administrative action.

Thiz systerm contains personal information protected under the provisions of the Privacy Actof 1974, 5 U.5.C, § 5523 -- as
amended, Violations of the provisions of the Act may subject the offender to criminal penalties,
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After logging in, a user without a Challenge Questions Profile
will be redirected to the Set Challenge Questions screen.
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Set Challenge Questions PueLe

NwadE thODWb ers who ha
now requ dt do Th q estions
passwod d nlo I-<
the instructio blwt complt e yo

ot completed challenge questions are
W|II II ow you to manually reset your
unt, Y ou must verify your email address and follow
challen g questions before proceeding.

Please update your email address below if it has changed.

Update Eridil Address: john doe@mail.com &.g. your_name@school.edu

Confirm Email Address:

' john.doe@mail.com e.0. your_name@school.edu

Please select th h llenge questions and ans all three below, P ck questions with
th ta est for yo t rememb Th answers t these questions will b
used erify y d ntity whe etting your passwoard ar unl klng ¥ t.
Mote Y s are not case sensitive and can contain a mix of letters, numbers
and spe I h ct
Ha dI g fth d ta gathered via this website will comply with the Department of
Edu urity palicy.
ti 1: B 7 Z \
Question | Choose a question: b
Answer 1:
Questioniz; Choose a question: v
Answer 2
I - _
Questio | Choose a question: b
Answer 3

W

A temporary password will be sent
to the user’s e-mail address.
Therefore, it is important for the
user to provide his or her most
current e-mail address.

» The user will choose from a list of 5
predefined challenge questions.

* The user must choose 3 different
questions.

» The user must provide 3 different
answers.

 The answers are not case sensitive.

04 2007 11:40 ELT

rivacy Act | Links | Today's

Update | Help | Glossary | Log Off

After clicking SUBMIT, the
guestions and answers will be
saved. The user will be forwarded
to the Welcome screen or the
School Search screen.
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A user who has forgotten his or her password will use the Reset Password functionality.

U.5. DEPARTMENT OF EDUCATION FS
COMMON ORIGINATION & DISBURSEMENT PEDTEAl

School Search Batch Search
Logi

to the Common Origination & Disbursement Web Site

—— - ; :
User name: E_EIEJE_E_D‘_]__ [ Passwaord! ! [ m
Forgot your password? Enter a walid user name and click the following link to reset your password:

Reset Pa@wnrd

Account locked? Enter a valid user narme and click the following link to unlock your user id:

Unlock Account

¥ BOOKMARK this page

This iz a United States Department of Education camputer system, which may be accessed and used only for official
Sovernment business by authorized personnel, Unauthorized access or use of this computer system may subject violators to
criminal, civil, andfor administrative action,

Thiz syster contains personal information protectad under the provisions of the Privacy Actof 1974, S U.S.C, 5§ 5522 -- as
arnended. Wiolations of the provisions of the Act may subject the offender to criminal penalties,
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The user must enter his or her User name and click Reset Password.
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A user attempting to reset his or her password must complete the Password Reset and Account
Unlock screen.
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Password Reset and Account Unlock YHELP

Answer all three of the following password challenge questions in order
to reset your account password or unlock your account. You have a total
of three attempts before your Challenge Questions Profile is locked.

What was the name of the street you lived on when | |
you grew up?

What city were you born in? | |

What was the name of your elementary school? | |

May 04 2007 16:07 EDT

The user will be prompted to answer his or her challenge questions.
The user must answer all 3 questions correctly.

Note: Answers are not case sensitive.
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The following screen will be displayed if the user answers all 3 challenge questions correctly.
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You have answered correctly. Your password has been reset, & new temporary password will be emailed to yvou,
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After successfully answering the challenge questions, the password will be
reset. Atemporary password will be e-mailed to the user.
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The following screen will be displayed if the user fails to answers all 3 challenge questions
correctly on his or her first and second attempts.

U.5. DEPARTMENT OF EDUCATION F SA

COMMON ORIGINATION & DISBURSEMENT FEDERAL

Password Reset and Account Unlock PueLe

# One or more of vour answers were incorrect. Flease try again

Answer all three of the following password challenge questions in order
to reset your account password or unlock your account. You have a total
of three attempts before vour Challenge Questions Profile is locked.

What was the name of the street you lived on when [Tzlﬁh — |
you grew up?

What city were you born in? Inew york

What was the name of your elementary school?

|Iinccu|n elementary |

May 04 2007 18:07 EDT
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After the third failed attempt, the user’s Challenge Questions Profile will be locked, and the
following screen will be displayed.

U.5. DEPARTMENT OF EDUCATION F SA

COMMON ORIGINATION & DISBURSEMENT FEDEER

STUDENT AI‘

You have failed all three attempts to answer your challenge gquestions. Your challenge gquestions have been locked,
Please contact yvour Security Adrinistrator to proceed with password reset or user account unlock actions.

Jun 04 Z007 11:40 EDT Privacy Act | Links | ontact Us | To :|:| |||::|:|h-' | H"'IF | lZEGll:l:::‘..ﬁr':lr

A user with a locked Challenge Questlons Profile will no longer be
able to reset his or her password or unlock his or her account. The
user must contact his or her security administrator.

Note: Refer to pages 16 and 17 for more information.
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@
Login

to the Common Origination & Disbursement Web Site

: i-_-_ - 1 L T =1
User name: |JDoe01 | Password: | ! m

Forgot your password? Enter a walid user name and click the following link to reset your password:

Reset Password

Account locked? Enter a valid user name and click the following link to unlock your user id:

Unlock ﬁccount

&/ BOOKMARK this page

This is a United States Department of Education computer system, which may be accessed and used only for official
Gowernment business by authorized personnel, Unauthorized access or use of this computer systerm may subject violators to
criminal, civil, andfor administrative action,

Thiz system cantains persanal information protected under the pravisions of the Privacy Actof 1974, S 1,5.C. § 5524 -- as
amendad. Wielations of the provisions of the Act may subject the offender to criminal penalties.
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The user must enter his or her User name and click Unlock Account.
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A user attempting to unlock his or her account must complete the Password Reset and Account
Unlock screen.
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Password Reset and Account Unlock YHELP

Answer all three of the following password challenge questions in order
to reset your account password or unlock your account. You have a total
of three attempts before your Challenge Questions Profile is locked.

What was the name of the street you lived on when | |
you grew up?

What city were you born in? | |

What was the name of your elementary school? | |

May 04 2007 16:07 EDT

The user will be prompted to answer his or her challenge questions.
The user must answer all 3 questions correctly.

Note: Answers are not case sensitive.
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The following screen will be displayed if the user answers all 3 challenge questions correctly.

o \ U.5. DEPARTMENT OF EDUCATION F SA
Rt/ COMMON ORIGINATION & DISBURSEMENT A
e

vou have answered correctly, Your account has been unlocked, A new temporary password will be emailed to you.

Jun 04 2007 11:40 EDT Privacy #ct | Links | Contact Us | Today's Update | Help | Glossary

After successfully answering the challenge questions, the account will be
unlocked. Atemporary password will be e-mailed to the user.
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The following screen will be displayed if the user fails to answers all 3 challenge questions
correctly on his or her first and second attempts.

U.S. DEPARTMENT OF EDUCATION F SA
COMMON ORIGINATION & DISBURSEMENT FEDERAL

Password Reset and Account Unlock PueLe

# One or more of vour answers were incorrect. Flease try again

Answer all three of the following password challenge questions in order
to reset your account password or unlock your account. You have a total
of three attempts before vour Challenge Questions Profile is locked.

What was the name of the street you lived on when [Tzlﬁh — |
you grew up?

What city were you born in? Inew york

What was the name of your elementary school?

|Iinccu|n elementary |

May 04 2007 18:07 EDT
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After the third failed attempt, the user’s Challenge Questions Profile will be locked, and the
following screen will be displayed.

—

U.5. DEPARTMENT OF EDUCATION F SA
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You have failed all three attempts to answer your challenge gquestions. Your challenge gquestions have been locked,
Please contact yvour Security Adrinistrator to proceed with password reset or user account unlock actions.

Jun 04 2007 11:40 EDT Privacy Act | Links | Contact Us | Todaw's Update | Help | Glossary

A user with a locked Challenge Questions Profile will no longer be
able to reset his or her password or unlock his or her account. The
user must contact his or her security administrator.

Note: Refer to pages 16 and 17 for more information.
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Update Your Profile
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A user will update his or her profile using the screen below.

U.S. DEPARTMENT OF EDUCATION

Person Schoal Batch

* User Search

Update Your Profile

¥ Update Your Profile
Click "Submit" when finished

User Name
First Name
Last Name
Phone Number

Update Email Address

Confirm Email Address

Challenge Questions
Question 1:

Answer 1:

Question 2:

Answer 2:

Question 3:

Answer 3:

Password Reset
Old Password

MNew Password

Re-enter New Password

May 04 2007 10:32 EDT Home | Privacy Act

COMMON ORIGINATION & DISBURSEMENT FEDERAL

[Whatwas the name ofthe street you lived on when you grew up? ~
[ffth ave ]

| Whatcity were you b

_._New York
:-\..;'.\..’"h-atwas the name o.f”your E.!I.emeentaryr school? v
:Lincoln Elementary _ /

L§
STUDENT AID

Award Services User Program
Phewp
making changes, or "Reset" to reset the field changes.
1Doedl

John

Doe

111111 |eg. 2e-2ae.2pe
Ejlohﬂ.dOE@mEI”.CUm | e.g. name@school.edu
Ee.g. name@school.edu

;john.doe@mail.com

The user will be able
to update his or her
most current e-mail
address.

The user will be able
to update his or her

challenge questions
and answers.

| Links | ContactUs | Today's Update | Help | Glossary | Log Off
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A security administrator will update a user’s profile using the screen below.

2 U.5.DEPARTMENT OF EDUCATION

COMMON ORIGINATION & DISBURSEMENT
Person School Batch Award Services User

* User Search

Update User Profile

* User Information

¥ Update Profile Click "Submit" when finished making changes, or "Cancel" to abort editing.
* Update Your Profile

User Name IDoed1
* Message Sesarch First Name ~

» File Upload |dehn
Last Name Doa
Ko [Vanilla

Phone Number i123-455-?898
MRS |iohn.doe@mail.com
Confirm Email Address john doe@mail.com

Ve iels [CSR-1 Overide
User Account Locked E
User Account Status ._}'-\C.t.i e .v 1

Challenge Questions Locked Mo

Challenge Questions

e

FEDERAL
STUDENT AID

Program Admin
PHerp

| e, gEe-gpg-grzs

| &.a. name@school.edu

| e.g. name@school.edu

w |

The security administrator
must confirm the user’s
current e-mail address.

The security administrator
can view (but not update)
the user’s Challenge
Questions Locked flag.

Jul 08 2007 10:40 EDT

Question 1:
Question 2:
Question 3:

Password Reset
New Password

What was the name of the street vou lived on when you grew up?
What city were you born in?

What iz vour mother's maiden name?

Re-enter New Password |

The security administrator
will be able to view the
questions selected by the
user, but not the user’s
answers.

Home | Privacy Act | Links | Contact Us | Today's Update | Help | Glossary | Log Off
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A user with a locked Challenge Questions Profile must contact his or her security administrator to

request a temporary password. The user will use the temporary password to update his or her
password and log in.

% U.5.DEPARTMENT OF EDUCATION F SA
& COMMON ORIGINATION & DISBURSEMENT FEDE AL

@
Login

to the Common Origination & Disbursement Web Site

User name: :JDDED'I _: Passwaord: :-----... %

Fargaot your password? Enter a valid user narme and click the following link to reset your password;
Reset Password

Account locked? Enter a valid user name and click the following link to unlock your user id;
Unlock Account

Y BOOKMARK this page

Thiz iz a United States Department of Education computer spstern, which may be accessed and uzed only for official
Gowernment buziness by authorized persannel. Unauthaorized access oruse of this computer system may subject wialatars ta
criminal, civil, andfor administrative action,

Thiz system contains personal information protected under the provisions of the Privacy Actof 1974, 5 U528 5522 -- as
arnendad, Wiolations of the provisions of the Act may subjact the offender to criminal penalties,

Jun 05 2007 11:29 EDT Privacy Act | Links | Contact Us | Today's Update | Help | Glossary

After logging in, a user with a locked Challenge Questions Profile
will be redirected to the Update Challenge Questions screen.
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After logging in (as explained on page 16), a user with a locked Challenge Questions Profile will
update and unlock his or her profile using the screen below.

B U.5.DEPARTMENT OF EDUCATION F SA
COMMON ORIGINATION & DISBURSEMENT FEDT R

Update Challenge Questions

PHeLp
Yleulll' Challeng_e _Qu_est.i_ens F'_rcfile_is currently Ie::!ce:"l Fleasue la‘ke some time to -\-_erif-_.r that your _ The user WI ” Verlfy th at h IS Or her
challenge questions are up to date. Then click the "Unlock” button to unlock your challengs questions . .

Flease update your email address below if it has changed. /Ie- mall add ress IS CorreCt-

Update Email Add = [ : 1
pdal mai ress EJohr]_(:IoE!L@I’T‘IEII|.COI’T'I | e.q. ygurnamg@schoo_edu}/

Contym . Email Address: '_J:Oh_”_-_doe@m_ai]:com | e.g. your_name@school.edu

Flease select three challenge questions and answer all three below. Pick gquestions with The user Wi ” reVi eW an d u pd ate h iS Or

answers that are easiest for you to remember. The answers to these questions will be used
to verify your identity when resetting your password or unlocking your account.

Note: Your answers are not case sensitive and can contain a mix of letters, numbers and h er Ch a-l Ien ge q u eStionS and anSWe rS 0

special characters.

Handling of the data gathered via this website will comply with the Department of Education's
security policy.

Queshon) 1z Whatwas the name of the street you lived on when you grew up? v|

P After clicking UNLOCK, the questions
S — and answers will be saved, the user’s
Armmer 2 [NewYork Challenge Questions Profile will be

| umates et o bt Sl maNERy SChaGH 4 UI’]|OCk€d, and the user will be
e ~_| | forwarded to the Welcome screen or

m}/ the School Search screen.

Answer 1:

Question 3:

Answer 3:

14 2007 10:22 EDT

| Login

17



